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KEY ISSUES

Positive

The Medical Software Industry Association (MSIA) welcomes the government leadership and funding
for e health to support Australian healthcare, healthcare systems and healthcare interoperability.
The focus on involving and empowering consumers in their care through access to their health
information is far sighted and when achieved will be a world first. The welcome emphasis on
standards should enable a market place where diversity and innovation can grow and provide
benefits to Australians through a safer, more effective healthcare service.

However:-

Medical software vendors note that the timeline of July 2012 introduces risk, as many different
changes in many areas are required in a very tight time frame, increasing patient safety issues unless
great care is taken to ensure software is fit for clinical use before being released. The MSIA
recommends that immediate action is taken to ensure that appropriate timeframes are developed,
made public and that the numerous consultative processes that are required to realise complex and
outstanding design decisions are expedited as a matter of urgency. The Draft Concept of Operations
has 13 Green Issue Boxes (which indicate areas that are under development) and at least a further
four consultative processes that are identified as being required. These will require significant
industry input.

Further it is believed that the current access control approaches around the “opt-in” model will add
complexity and compromise adoption by those most in need — the aged, indigent, indigenous and
those with chronic conditions. Many of the solutions “fail” from the usability point of view, including
the excessive complexity of the patient-to-provider authentication mechanisms and the
consolidated ‘view’. The MSIA recommends an urgent review of the overall opt-in model to look at a
simpler way of “opting in” for the vast majority of consumers, while the more complex and detailed
opt-in model may remain for the small minority who wish to customise their PCEHR and its access.

In addition the MSIA is extremely concerned with the assumption that there will be conformant
repositories that are part of the national PCEHR system. These EHR repositories, with a few
exceptions, do not exist, are immature, or non conformant. Without a commercial model to support
and maintain this key infrastructure, the PCEHR will not be adequately developed and nor will it be
sustainable beyond the Wave 1 and Wave 2 twelve-month programs.

The Concept of Operations assumes that non-compliant software system providers will retrofit their
products for compliance with standards associated with the PCEHR. This process will be expensive
for vendors and without any market demand and sustainable business models, an extremely risky
business decision. The Draft Concept of Operations does not indicate to what extent the government
intends to educate Australians about the benefits of a PCEHR, or what efforts will be made to ensure
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all clinical providers understand these benefits. The MSIA believes that most Australians and clinical
providers are not aware of the PCEHR and its potential benefits to healthcare. This government
educational and marketing effort, is essential if there is going to be a viable market for software that
can provide a PCEHR that is robust, compliant and sustainable.

Finally, there is little or no justification in the Draft Concept of Operations for many elements of
proposed PCEHR national infrastructure. In particular:

e Why is the national repository being designed to store detailed individual health records in
addition to shared health summaries? Either the National PCEHR System will be based on
distributed/conformant repositories OR a single centralised repository. If the former is the
selected model, there is no need to pay an expensive systems integrator to develop the
latter.

o  Why will DOHA fund the development of a national provider portal when the vast majority
of clinicians will not use it? Industry is well aware that doctors do not use secondary,
additional applications to access health information — if it is not supported by doctors’
existing clinical systems, it does not get used.

e What evidence is there to justify the development of a national identification and
authentication service? Why can’t identification, authentication and consent be managed
on a peer to peer basis between repositories?

e What evidence is there to justify the development of audit and reporting services; why can’t
these services be requirements of conformant repositories?

e Similar arguments apply to other elements of the Concept of Operations that are part of the
National Infrastructure Partner Request for tenders.

Ommissions

There are a few key matters that have not been covered by the Draft Concept of Operations and
they must be included in future drafts. These include essential foundation work, recognition of a
commercially sustainable model to achieve the government’s goals in such an extreme timeframe
and a clear indication of responsibilities, relationships, governance and timeframes for the
government and other agencies involved. This includes liability issues for information provided by
government or its managing agent from the Healthcare Identifier Service or the AMT, for example.
These timeframes, governance and liability issues are likely to impact DOHA, Medicare Australia,
NEHTA, AHPRA, TGA, State and Territory jurisdictions and the Wave 1 and Wave 2 PCEHR Lead Site
programs.

There are a number of essential foundation PCEHR elements that are missing or are only briefly
referred to in the Draft Concept of Operations. These include the Australian Medicines Terminology
(AMT?). The AMT, the Healthcare Identifiers (HI Service), and NASH (National Authentication Service
for Health) are described on pg 62 as “existing foundations”. The foundations are shown in the

! Only on page 66 in the Foundation Standards and Related Specifications as “Medicines Terminology”
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diagram on page 98 as “Enablers” yet at the time of this submission not one of these enablers were
being used “live” in any broad clinical setting. There is no timeline that describes availability of these
essential building blocks and their dependencies. Without such a documented timeline, which is
dependent on NEHTA and other third parties’ deliverables, it is impossible for medical software
vendors to schedule their development, testing and implementation work.

There is no indication that there will be any satisfactory commercial agreement with current vendors
to ensure that their systems will interoperate with the PCEHR in order to contribute, receive and
send patient information in a safe and secure way. Further there is no indication of a clear path for
commercial opportunities (and the innovation and export opportunities they will bring) for any new
systems and service providers to enter and leverage PCEHR information. While government publicly
reiterates its intentions to leverage existing systems, the failure by government to take advantage of
the capability, innovation, and robustness of existing systems is marked. This increases both the risk
and the cost to the Australian taxpayer.
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RECOMMENDATIONS

1. The timeline ¢ essential to allow developers to plan 2011-2012 work.

The timeline to develop, test and deploy new software to support the PCEHR in clinical settings is
extraordinarily short. In order to plan what development is possible in the timeframe in a safe and
responsible way, a comprehensive timeline across all relevant agencies needs to be provided to the
vendor industry as a matter of urgency. This timeline should include consultative/co-design
processes, release of final specifications, and the conformant, compliant and accreditation regimes
for each piece of work. As some developments must be done before others — e.g. Healthcare
Identifier access before, and AMT before — the dependencies should be included.

2. Outstanding issues C to be listed and co designed/resolved

There are a range of outstanding and unresolved issues both in the “green boxes” in the Draft
Concept of Operations document and beyond, which require industry engagement. The list
processes and timetable for adequate engagement and co-design with industry should be prepared
as a matter of urgency. Until these processes are complete for each piece of work development
work cannot start.

3. Commercial model and scope for populating the PCEHR - funding and scope to be clarified

There is no description of the need for or options for commercial models that will drive use of the
PCEHR. There is no commercial value in establishing and maintaining complex EHR repository
solutions unless there are sustainable, long-term funding streams that support the use of these
repositories. Nor is there a commercial driver for healthcare professionals to take responsibility for
managing the currency and quality of the data in their own systems or in the repositories that are
fed by those systems. The scope, while narrow to start with (being shared health summaries and
event summaries) could expand significantly. Expanded scope will place the national PCEHR
repository increasingly in competition with conformant repositories and conformant portals, which it
requires to be successful. The MSIA recommends that a fixed scope be agreed upon (and shared
with industry) and that any business case for extending that scope at taxpayers’ expense should
consider the damaging effect of the national infrastructure competing with its own conformant
network of feeder systems.

4. Opt-in/Opt out simplification review

The use of Provider Access Codes (PACs) to manage patient consent is unnecessarily complex. It
should be dropped from the consent management model for initial PCEHR implementation and only
introduced in the future if there is clear demand for this capability. The cost of implementing
complex access management frameworks will far outweigh the benefits provided to the small group
of consumers who will demand this level of control (as outlined in the Draft Concept of Operations).
The MSIA recommends a much simpler access model as a first phase for those consumers willing to
opt in fully or accept relatively simple access controls (such as ‘grant access to all hospital emergency
departments”) and more complex access capabilities to be developed for those who require it at a
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later phase. Without such a pragmatic review the PCEHR risks becoming a “white elephant” and only
used by those who need it the least.

5. Telling the PCEHR story C developing the market

The Draft Concept of Operations does not deal with this important issue. The entire healthcare
sector, from patients and their providers to industry, needs to understand when and how this is
going to happen — such publicity and information offensives will drive the market — in the first place
from the consumer to their provider and then their provider to their medical software developer.
Clarity in this area would allow business decisions to be made based on the timing and clarity of
those messages.

6. Liabilty for government provided information and data ¢ issue to be resolved urgently

Outstanding liability issues include the Healthcare Identifier, the AMT and AMT updates. Without
clear warrantees or other such indemnity provisions the medical software development community
will have no choice but to include no warranty in our contractual relationship with clinical providers
for any data or information provided from a government agency or third party such as NEHTA. This
issue remains unresolved in relation to Healthcare Identifiers and the proposed Service Level
Agreement with NEHTA for AMT is unacceptable for similar reasons. If this is the longer term
approach to government materials or systems it will prohibit reputable vendors from being involved.
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Appendix 2 ¢ Comments on individual paragraphs of the Draft Concept of

Operations

Page | Text Comments

(iii) The Ministerd ¢ KS &8 &GSY A& { Whenisthe Minister going to be told when
foundations the foundations laid by those foundations are going to be ready?
infrastructure such

as the National Healthcare Identifier Service
that launched in July 2010

(iii) When is industry going to get a time line with foundation
dependencys shown on it?
(iv) OThe Concept of Operations is a living What is the process for updating? Who is responsible?
document.... What other methods are going to be used to
communicate changes?
(V) How to read this document Blue design note boxes — add [that]
GPDFf a2 0S A yldumhddfdmR 0| Asthe timetables for the Lead Health sites have
implementation concertinaed is this process still valid or useful?
within lead eHealth sites
2 1.2 The PCEHR System Will each vendor system have to “map” to all different

repositories or will there be a single source feed to PC-
EHR that will then interpret the document and send to the
appropriate repository?

Will certain systems be required to report particular data
sets (i.e. a patient management system be required to
submit Demographics information or a RIS/PAX system
submit X-Rays results), conversely we wouldn’t want a
radiology system sending allergy info when that should
come from a EMR or GP system

Will the section of the consolidated view where Medical
Hx is collected be supported by a common standard such
as ICD-10am?

5 1.3 Participation (and 3.2.1) Will the sending vendor systems be allowed the
opportunity to support clinical staff choosing which
information is shared with the PC-EHR. It was not clear
exactly how information would be uploaded to the PC-
EHR from a clinician end. Will it be acceptable for the
vendor to develop a solution where as the clinical staff
can say “share with the PC-EHR” for each clinical
documentation.

6 1.4 Personal control (and 3.2.1) Individuals may request Healthcare providers to not send
particular information to the PC-EHR. Please explain in
more detail how this will work.

.Will the consumer (patient) set an alert in the PC-EHR
that will flag in the vendor system not to provide certain
documentation. Will the PC-EHR just filter this
information on receipt, or is NEHTA expecting the
provider to remember each individual patient’s
preference on what can and can’t be shared to the PC-
EHR. If the last example is true, that is laughable solution.
(note, the examples presented were in relationship to the
Provider accessing the PC-EHR directly from within the
vendor system)
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1.5.1 Participation -individuals

Does this mean the patient views the same information
that physicians enter. It sounds like to me NEHTA assumes
patients all understand medical terminology. The
healthcare sector many years determined its best to
created educational materials at no greater than a
primary school reading level so that patient’s could
understand the content. Does NEHTA plan on providing
the PC-EHR in a way that all individuals can interpret,
especially with Australia’s high indigent population and
English not being their primary language?

1.5.2 Healthcare Providers and Orgs

Please explain in more detail how permission will be
granted to HP and HPO by the consumer. Will this be pre
emptive of care taking place, will this be in the form of
when a request for access is made a sms or email will be
sent to the consumer for immediate access. Reason being
if there is a delayed in this initial request for access to the
PC-EHR, | can see clinicians finding this frustrating and a
delay in care.

1.7 Implementation

Consistency required - PCEHR registration option “from
July” or “in July” Rest of document inconsistent

11

2.3 Vision and Concepts

And 4.2.1 and 4.6.1 - I'm a little concerned about how the
clinical documentation will be marked as error in
response to a new more current clinical document being
added.

18

2.8.1 Clinical Decision Support

There is a danger that we provide decision support using
data that is provided from a PCEHR to the Clinical System,
as it may not be a complete picture of the patient, just the
sub-set which the user has been granted access to. If the
patient has stated that they wish for “Pregnancy events”
not to be shown in their record, then making clinical
decision support without this information could be a
clinical risk.

24

3.2.8 Children

Considering a large number of children have divorced or
separated parents. What is the policy in this instance?
What is the mechanism that determines which one, or
both, have access to, and are able to modify the access -
to the record?

25

3.2.9 Deceased Individuals

What happens when an autopsy is performed on the
patient, and they need to review their PCEHR for some
purpose, then this will not be available based upon this
statement.

Need to think through a time period when the record is
still available until it is deactivated.

Should autopsy events, or post death operations be
recorded on the PCEHR — may be relevant for next of kin,
where they are responsible for the patient’s record on the
PCEHR.

26

3.3.1 Registration

Will software vendors be given a registration for purposes
of troubleshooting their own software issues that
clinicians bring forward?
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29

3.4.4 Conformant Repository Providers

Over the past six months, NEHTA and DOHA have
described Wave 1 sites as being focussed on standards,
specifications and infrastructure components. Wave 1
sites would not be

Implementing PCEHRS. At the NEHTA Reference Group
Summit, the audience was told that the Wave 1 lead sites
would be implementing a “repository”, a product that is
not represented on the NEHTA GP Desktop Vendor Panel.
Can you advise how this provider of “repository” will be
selected?

33

Downloading and printing

What happens if an authorised user downloads data from
the PCEHR and then the patient removes this organisation
/ provider from their include list and adds them to the
exclude list.

Is there information provided to the patient when they
exclude them to state that they have downloaded the
following documents?

37

4.2.7 Prescribing and Dispensing Information

There is no mention of the AMT (Australian Medicines
Terminology) which is key to this in this document

37

4.2.8 Pathology Result Reports

Current interface technology does not support bi-
directional communications with pathology system. The
example you have given is the pathology system will wait
to “post results” to the PC-EHR after the provider has
reviewed and signed off on the result. Unless the provider
signs off on the results directly from the LIS this solution
will not work for all EMRs which have capabilities to view
and approve results in their own applications

39

4.2.11 Consumer Related information

Can consumers’ information be entered through web
services?

This will impact the market’s ability to create applications
that consumers can use to record information about
themselves — whether it be through some other service?
Like watches which capture pulse rates and then for this
information to be automatically available to their PCEHR
(in the future).

41

4.3.1 Index View

It was stated that Index view supports a link to the
original documents. | thought the PC-EHR was maintaining
copies of the original only. My company will be hesitant
on allow such access to our database, and would prefer a
retrieval and requesting type solution.

42

4.3.3 Consolidated View

“The Consolidated View will just show

the prescription if no dispense has occurred, and
the dispenses where no

prescription exists. It will also show the expected
date when the prescription

will expire.

This should also include “Repeats” — are these included?

42

4.3.3

The AMT will be used to inform the population of the
Medicines part of this document — it is not mentioned
here

46

aal yl3Aay3
wrong PCEHR

I tAYyAOlIt R2

Strong controls are needed when removing documents
from the PCEHR. This needs to be inplace to ensure that
corrupt individuals do not remove items to cover up
something.

MSIA — Submission on the Concept of Operations (PCEHR) 31° May, 2011

Page | 10




54

5.5.1 The include and exclude list

Can a seed organisation (HPI-O) be on the include list and
then a sub organisation be on the exclude list — what is
the intended process in that case, and vice-versa.

54

The Include and Exclude list is confusing with both at the
HPI-O level. If aninclude list shows those HPI-Os that can
access the shared record, then all others would be
excluded. If that is the case what is the exclude list for?
Are they not meant to work together - is it one or the
other? An alternative suggestion would be to have an
include list of HPI-Os and then to cover exception cases,
an include and exclude list of HPI-Is. The three lists would
then interact intuitively as follows:
0 Allow access by these HPI-Os. [Include
HPI-O] This is the primary focus of
access control.
0 Allow these HPI-Is from anywhere.
[Include HPI-I] This is an exception list.
(le My GP)
0 Restrict these HPI-Is always. [Exclude
HPI-1] This is an exception list. (ie My
Uncle)

55

5.5.2 Access control settings

One of the questions asked of an individual patient when
they set up their access controls is:

‘Do you allow any healthcare provider engaged in your
care to access you PCEHR, or, only allow healthcare
providers with your provider access code (PAC) to access
your PCEHR?’

It seems to me that this question makes the Include List
somewhat redundant, as the only restriction then is the
Exclude list.

i.e. if the answer to the question is ‘Yes’, any healthcare
provider can access the PCEHR (if they are not involved in
the individual’s care then they may be caught out at a
later date), unless they are on the Exclude List.

If the answer to the question is ‘No’, then if the
healthcare provider is given the PAC, it doesn’t matter
whether they are on the Include or Exclude list.

Seems to me the Exclude List is useful, but the Include list
doesn’t seem to do anything. Maybe just have the Exclude
List, and if you’re not on the Exclude list you have access
subject to the answer to the question above.
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57

Access options

The concept of basic vs advanced options to cater for
individual differences is valuable.

0 An alternative suggestion would be that
the basic level is by default everyone
has access, vs the advanced level where
include/exclude lists are maintained.

0 The access codes are probably a little
too advanced at this point for both the
systems and the users. They are
probably more dangerous than
protective.

The concept of notifications are valuable.

The concept of hiding certain documents is complex and
dangerous. If in doubt leave it out, as per “Control at the
time of load”.

The concept of error correction has not been developed
well in the privacy section. It would be more worthwhile
focussing on simple error correction and removing the
concepts of Limited and No access options altogether.
Can forward consent not be more simply managed via the
include/exclude lists? If the lists were updated at the
point of making a referral then the problem is solved?

58 Grantingaccesstod [ A YA G SR | OO If the patient calls the call centre and changes their PACX,
documents the patient should then receive notification that their
¢ If the individual forgets their PACX, the PACX has been changed so that they know that someone
individual will be required to call the has changed their access code (in case it was not them
call centre or use the consumer portal to reset who changed it).
it.

60 Ensuring data provenance In relation to the doctor only uploading information that

the patient has authorised, my assumption was that the
doctor would have to check with the patient in person
about each item, unless the patient has given some sort
of general blanket authorisation. This means, for example,
when test results come back, the doctor would have to
see the patient again and ask permission to upload the
result. | suspect that different healthcare providers may
have rather varying views on how permission from the
patient to upload information will be applied. A
standardised method of recording the particular level of
authorisation given by individual patients as to the
amount and type of information to be uploaded may well
be a requirement in Clinical Desktop systems in future.
Would this be adequate evidence of permission for
uploading of individual items if it came down to a legal
argument between the Healthcare Provider and the
Patient?
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62

PCEHR System Components

The Foundation Services are critical and need to be part
of national infrastructure. They need to be established as
a matter of urgency and focus. All of them as they are
described are valuable (even the Template Service).

The Report Service should be part of national
infrastructure and is valuable.

All the remainder of the Access Channel Layer and the
Core Services Layer appear to be repeating the fatal UK
errors over again.

It is not productive and does not match the articulated
Concepts in this document to create the massive
nationalised UK spine of services. It is not a matter of
single systems or databases vs multiple. It is a matter of a
national system to provide the service vs local peers.

The concept of the conformant repositories operating as a
federation of peers and providing all these services locally
will make far more progress in a way that gains local
acceptance, and is consistent with the concepts outlined
in the rest of the document.

All the effort going into provide national versions of the
Access Channel Layer and the Core Services Layer are
distractions from providing the national services that
actually need to be national and are currently limiting
progress.

The reason given under “Purpose” in section 6.6.1 does
not explain why the service must be national. The Issue
included in this section adds to the confusion of why.

It was noticed that the Foundation Services align closely
to the original pillars of NeHTA and should remain the
focus. The services in the Access Channel Layer and the
Core Services Layer are additional complexity not included
in the original NeHTA brief.

63

Fig 9 PCEHR System Components

Clinical Terminology is listed here as a Foundation Service
but AMT is not mentioned in the text

81

6.5.1 Template Service

The term HL7 CDA is used in the document. Original
guidance from NEHTA was that this was HL7 v.3, not HL7
v.2.x. It would be helpful to clarify NEHTA’s view as which
is the standard. HL7.v2 is already the standard in Australia
(and generally around the world), and given that the V3
RIM has not been adopted as the model for PCEHR, it
seems more pragmatic to support HL7 v2.x as the
preferred standard for the near term.

81

G{GFyRINRa |yR &LISOAT
managing templates require further
consultation

Why is this not included in a green box? Box at page 83
does not refer to this at all.

87

7.4.2 Clinical Safety
& ¢ gdverning body (or bodies) responsible for
the PCEHR system will be responsible ....

Without the governing body (or bodies) responsible for
the PCEHR yet being named what processes are in place
to ensure the various “foundation blocks” are fit for
clinical use? The Healthcare Identifier Service full
operation had been delayed because there was not
adequate safety checks — what about AMT which could be
equally dangerous without appropriate clinical and
software implementation checks?
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87

7.4.3 Data Quality

Again the governing body (or bodies) as yet unnamed will
be responsible for the quality of data — does this include
liability for HI numbers, AMT updates, or any other data
furnished from a government body or managing agent.?

89

8.3 The PCEHR Program

In section 8.3 is says that DoHA are paying NeHTA to
provide CCA services - “Undertake acceptance and
conformance testing of ...”. Should this not be for NeHTA
to authorise 3" parties to undertake CCA services?

96

Calvary Healthcare Project

Is iSOFT still part of this?

98

Fig 13 Realisation of Outcomes

None of the “Enablers” are currently being used in any
but the most restricted “live clinical setting” — there is no
indication when each enabler will be available.
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Appendix 3 ¢ membership involvement in this submission

Unlike previous submissions such as the one relating on the Healthcare Identifier Bill a number of
the MSIA members felt unable to contribute. Their comments reflect an ambiguous attitude to the
PCEHR and concerns about timeframes, governance, the lack of any commercial model and past
experience with government eHealth initiatives. In addition a number of members are meeting
onerous timelines as part of the Wavel or Wave 2 initiatives as well as being 30 days out from the
very busy financial year end period. A number of members have indicated that as the portion of the
$700 odd million is flowing to the medical software developers is tiny — around 3.5% - that their
efforts should be focussed elsewhere.

However, the following medical software developers attended meetings or provided written
comment that is included in this document.

3M

ACSS

Ascribe

Care Innovations
Corum
dataworkshop
DCA

Emerging Systems
Episoft

Extensia

Fred Health
HealthLink
Intrahealth
McCauley Software
Medical Objects
Medinexus
Medisecure

Meditech
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Microsoft
MIMS
Smart Health Solutions

Zedmed
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